KomnbloTepHbie BUPYChI

KomnpioTepHblii BUpYC - 3TO Pa3HOBUIHOCTb KOMIIBIOTEPHBIX MPOTPAMM, OTIMYUTENIHBHOM OCOOEHHOCTHIO
KOTOPOM SBIISETCS CHOCOOHOCTh K Pa3MHOXKEHHUIO. B JomoiHeHne K 3TOMY, BHPYChl MOTYT MOBPEAUTH WIH
MOJIHOCTBIO YHUYTOXUTH Bce (Daiiibl U JTaHHBIC, MMOJAKOHTPOJIbHBIC MOJIB30BATEI0, OT UMEHH KOTOPOro Oblia
3amylieHa 3apakeHHasl MporpaMMa, a TakkKe MOBPEIUTh WM AK€ YHUUYTOXXKHUTh ONEPALMOHHYIO CUCTEMY CO
BceMU (aitnamu B 11e10M. B O0JIBIIMHCTBE Clly4aeB pacpOCTPAHSIIOTCS BUPYCHI Uepe3 HHTEPHET.

MeToabl 3alIIUTHI OT BPETOHOCHBIX MPOrpamMMm:

1. Hcnonw3yil COBpPEMEHHBIE OIEpPALMOHHBIE CHUCTEMBI, HMEIOIIME CEPbE3HBIH YPOBEHb 3alIUTHl OT
BPEOHOCHBIX IPOTPaMM;

2. TlocTossHHO ycTaHaBnuBail madytu (UKU(POBBHIE 3aIIATKH, KOTOPHIE ABTOMATHYECKH YCTAaHABIMBAIOTCS C
HENBI0 JOPabOTKH MPOrPaMMBbI) B IPyrue OOHOBJICHUS CBOCH OMEpallMOHHON cucTeMbl. CKauMBail MX TOJIBKO C
odurmansHoro caifta pazpaborunka OC. Ecnu cymiecTByeT peXuM aBTOMATHUYECKOTO OOHOBIEHUS, BKIIIOUU
€ero;

3. PabGoTtaii Ha cBOeM KOMIIBIOTEPC 1104 ITpaBaMH II0JIb30BATCIIA, 4 HC aJIMHUHUCTpATOpA. OTO HE IT03BOJIUT
6OJ'ILIJ_II/IHCTBy BPCAOHOCHBIX IMPOrpaMM MHCTAJJIMPOBATHCA Ha TBOEM IIEPCOHATIBHOM KOMITBIOTEPC,

4. Hcnonp3yll aHTUBUPYCHBIE NPOrPAMMHBIE IMPOMYKTHI HM3BECTHBIX IMPOM3BOIUTENIEH, C ABTOMATHYECKUM
00OHOBJIEHHEM 04a3;

5. Orpannupb pU3NYECKU JOCTYI K KOMITBIOTEPY JUIS TOCTOPOHHUX JIMIL;

6. Mcionp3yii BHEIIHUE HOCUTENTH MH(OpMAINK, Takue Kak (remka, JUcK Wik Gailn u3 nHTepHeTa, TOIBKO U3
IIPOBEPEHHBIX UICTOYHUKOB;

7. He oTKpbIBail KOMIbIOTEpHBIE (ailiibl, OTyYEHHbIE U3 HEHAIC)KHBIX UCTOUHUKOB. [laxke Te (hailibl, KOTOpbIE
npucai TBOM 3HakoMbIi. JIyulie yrouHu y Hero, OTHpaBIIsll JIM OH Te0e HX.

Cern WI-FI

Wi-Fi - 3T0 He BUA Tepenadd JaHHBIX, HE TEXHOJOTHS, a BCEero JMib OpeHn, mapka. Eme B 1991 romy
HUJepiaHckas koMmnanusi 3apeructpuponasa Opens "WECA", uro o0o3Hauano cioBocoueranue "Wireless
Fidelity", koTopslii mepeBoaANTCS Kak "OecrpoBOIHAS TOYHOCTH".

Jlo nHamero BpemMeHH jaomuia JApyras aOOpeBuatrypa, KOTopas SBISETCS TaKOW K€ TEeXHOJOTHEeH. ITo
ab6pesuatypa "Wi-Fi". Takoe Ha3zBaHue OBLJIO JaHO C HAMEKOM Ha CTaHIAPT BBICIICH 3ByKoBOM TexHuku Hi-Fi,
YTO B IIEPEBOIC 03HAYAET "BBICOKAsi TOUHOCTD'.

I[a, OecIuTaTHBIH HHTCPHCT-AOCTYII B Ka(i)e, OTCJIIX H adpOoIIopTax sABJIACTCSA OTJIMYHOM BO3MOKHOCTBIO BbIXOJa
B MHTCPHCT. Ho MHoOTHE 9KCICPThI CUUTAKOT, YTO O6H.[€,Z[OCTYHHBI€ Wi-Fi ceTu He BnsoTCs OC30MaCHBIMH.

CoseTbl 110 0€3011aCHOCTH PadOTHI B 001eA0CTYNIHBIX ceTax Wi-fi:

1. He nepenasaii cBoto inuHyto nHdopmanuio uyepes oduienocrynsbie Wi-Fi cetu. Paborast B HuX, *enarenbHO
HC BBOAUTH MMApOJIN AOCTYIIA, IOTUHBI U KaKUEC-TO HOMEPA,

2. Hcnionb3y#t 1 0OOHOBISH aHTHBHPYCHBIE IPOrpaMMbl U Opanamayep. TeM caMbiM Thl 00e30macuib cedst oOT
3aKa4yKy BUpYycCa Ha TBOE YCTPOUCTBO;



3. Ilpu ucnonszoBanuu Wi-Fi otkimroun ¢pynkuuto "OOmuit noctyn k ¢aiinam u npunrepam”. [lannas pyHKuus
3aKphITa MO0 YMOJIYaHUIO, OJTHAKO HEKOTOPHIE MOJIb30BATENIN aKTUBUPYIOT €€ Ul y10oOCTBa MCIIOJIb30BaHUS B
pabote unu y4eode;

4. He ucnonws3yir myOonuunbii WI-FI mis mepenaun JTUYHBIX aHHBIX, HAPUMEP IS BBIXOAA B COLMAILHBIC
CETHU WJIH B JIEKTPOHHYIO MIOUTY;

5. Ucnonb3y#t Tosbko 3amunieHHoe coeaunenue yepes HTTPS, a ne HTTP, 1.e. npu Habope Bebaapeca BBOIU
umenHo "https://";

6. B MobunsHOM Tenedone orkmtoun ¢pynknuio "[loakmrouenue k Wi-Fi aBromatuuecku". He
JIOITyCKai aBTOMaTHUYECKOTO MOJIKII0UYEHUs yCTpoiicTBa K ceTsiMm Wi-Fi 6e3 TBoero cornacus.
CounajabHbie ceTH

CornuanpHble CeTH aKTMBHO BXOJST B HAIy JKU3Hb, MHOTHE JIFOAM PAa0OTAIOT M KUBYT TaM IOCTOSHHO, a B
Facebook yxke 3apeructpupoBaH MHJUTHAP/ YEIOBEK, UTO SIBISICTCS OJHOW CEIbMOW BCEX KHUTENEH TUTAHETHI.
MHorue noibp30BaTeNny He MOHUMAIOT, YTO UH(OpMALIKs, pa3MellleHHass UMH B COLUAIBHBIX CETSAX, MOXKET ObITh
HalJIeHa ¥ UCIOJIb30BaHA K€M YIOJIHO, B TOM YHCJIE HE 0053aTE€NbHO C OJJariMU HaMEPEHHUSIMHU.

OcHoBHBIE cOBETHI 10 0€30IIACHOCTH B COMATbHBIX CETHAX:
1. Orpanndb CIUCOK Jpy3eil. Y Te0st B Jpy3bsaX HE TOKHO OBITh CITyYailHBIX U HE3HAKOMBIX JIFOJCH;

2. 3ammmail cBOIO 4YacTHYIO XKu3Hb. He ykaswiBail mapomnu, tenedoHbl, ajpeca, JaTy TBOETO POXKICHUS U
JIpYTyI0 JINYHYI0 HHGOPMAUIO. 3710yMBIIUIEHHUKA MOTYT HCIIOIb30BaTh Jake HHPOPMAIHIO O TOM, KaK Thl U
TBOM POJUTENH MJIAHUPYETE MPOBECTU KAHUKYIIbI;

3. 3amumniail cBOIO penyTaluio - AepKU €€ B YMCTOTE M 3ahaBail cebe BOIpoc: XoTed Obl Thl, YTOOBI JIpyrue
NOJTb30BATeNN BUJENHW, YTO ThI 3arpyxaems? [lomgymaii, mpexiae 4eM 4YTo-TO OMyOJMKOBaTh, HANUCATh H
3arpy3UTh;

4. Ecnu ThI TOBOPUUIB C JIIOJIBMU, KOTOPBIX HE 3HAEIllb, HE UCIOJB3YH CBOE pealbHOE UMs U APYTYIO JIUYHYIO
UHPOPMALIUU: UM, MECTO KHUTEIbCTBA, MECTO yueObl U IIpoUee;

5. U36erait pazmemienus ¢otorpaduit B UHTEepHETE, T/Ie THI M300pa)K€H Ha MECTHOCTH, 1O KOTOPOH MOXKHO
OTIpEeACTIUTh TBOE MECTOIOJIOKEHHUE;

6. HpI/I peructpanuu B COIIMAJIbHOM CeTH H606XOI[I/IMO HCIIOJIB30BATh CJIOXKHBIC ITapOJIv, COCTOAIINEC U3 6y'KB n
I_II/I(bp " C KOJIMYECTBOM 3HAKOB HE MCHEC 8,

7. Jlnst conumanbHOM CeTH, MOYTHl M APYTHX CAMTOB HEOOXOJMMO HMCIOJB30BaTh pa3Hble mapoyid. Torma eciu
T€0s1 B3JIOMAIOT, TO 3JIOYMBIIINICHHUKH TOJIy4aT TOCTYII TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

JJIeKTPOHHbBIE IeHbI' U

9J'IeKTp0HHBIe JCHBI' - 3TO OYCHbB yI[O6H]':>II‘/JI crocod nnaTexcefI, OIHAKO CYHICCTBYIOT MOIICHHUKHU, KOTOPLIC
XOTAT MMOJIYYHUTb 3TU JCHBI'U.

:‘)J'ICKTPOHHI)IG JCHBI'M MMOABUIIMCH COBCEM HEAABHO U MMCHHO H3-3a 3TOI'O BO MHOTHUX IroCyaapCTBax A0 CHUX IIOp
HC IPOIMCAHO IIPO HUX B 3aKOHAX.

B Poccun sxe oHUM (PYHKITMOHHPYIOT M O HUX YK€ MPOMUCAHO B 3aKOHE, TJI€ UX Pa3AeNAI0T Ha HECKOJIbKO BHJIOB
- aHOHUMHbIE U HE aHOHUMHbIE. Pa3HUIIa B TOM, UYTO aHOHHUMHBIE - 3TO T€, B KOTOPBIX pa3peniaeTcs NpoBOIUTh



OHepaL[I/II/I 663 HI[eHTI/I(I)I/IKaI_II/II/I IIOJIB30BAaTC/Isi, 4 B HCAHOHHUMHBIX I/II[eHTI/I(bI/IKaL[I/ISI I1I0JIb30BAaTCIIA ABJISICTCS
00s13aTEIbHOM.

Takxe criemyer pa3nuyaTh OJJICKTPOHHBbIE (HUATHBIE JEHBI'W (paBHBI TOCYJApCTBEHHBIM BAIIOTaM) H
AIIEKTPOHHBIE HE(HUATHBIE IEHBI'H (HE PaBHBI TOCYJAPCTBEHHBIM BAIIOTaM).

OcHOBHBIE COBETHI 110 0e30MacHOIl padoTe € 3JIeKTPOHHBIMU JIeHbIAMMU:

1. IIpuBspku K cueTy MOOMIBHBIN TenedoH. DTO caMblil YAOOHBIM U OBICTPBINA CIIOCOO BOCCTAHOBUTH JAOCTYI K
cuety. [IpuBs3anHbIil TeneoH MOMOXKET, eCiu 320y 1elTb CBOM TJIATEKHBIN MApOITb UITH

3aiIelIb HA CAlT C HE3HAKOMOTI'O YCTPOMCTBA,

2. Ucnonwe3yit omHopa3oBbie mapoiu. [locrie mepexona Ha yCHIGHHYIO aBTOpH3anuio Tebe yxke He Oynaer
YTPOKaTh OMACHOCTh KPaXXH WIIU TiepexBaTa IIaTeKHOTo MapoJis;

3. Beibepu cnoxxHbIi maponsk. [Ipectynmankam OyaeT He MPOCTO yrajaTh CIOKHBIN mapoiib. HajexxHbie maposu
- TO TapOJHU, KOTOPhIE COJAEPKAT HE MEHEE 8 3HAKOB M BKIIIOYAIOT B C€0S CTPOUHBIE W MPOIUCHBIE OYKBBI,
nupbl 1 HECKOJIBKO CHUMBOJIOB, TaKMe KaK 3HAK JoJulapa, (yHTa, BOCKJIMLATENbHBIN 3HaK U T.1. Hampumep,
$tROng!;;

4. He BBOAM CBOM JIMYHBIE JaHHbIE Ha CaliTaX, KOTOPBIM HE JOBEPSEILIb.
DJIeKTPOHHASA MOYTA

DJeKTpOHHas TOoYTa - 3TO TEXHOJOTUS W NPENOCTaBIsieMble €10 YCIYTHM MO MEepechbUIKe MU TMOIYYCHHIO
ANIEKTPOHHBIX COOOIIEHUH, KOTOPBIE PACHPEICIIIOTCS B KOMIBIOTEpHOW ceTH. OOBIYHO 3IEKTPOHHBIN
MOYTOBBIN AWK BBITJISIIUT CIEIYIONIMM 00pa3oM: UMs_TOJb30BaTeNsI(@uMs_jaoMeHa. Takxke KpoMe mnepeaaun
IIPOCTOTO TEKCTa, UMEETCS BOZMOKHOCTh TepeaaBaTh (ailiibl.

OcHOBHBIE COBETHI 110 0e30MacHOIl padoTe ¢ 3JIeKTPOHHOI MOYTO:

1. Hamo BeIOpaTh MpaBUIIBHBINA OYTOBBIN CEpBUC. B MHTEpHETE €cTh OrpOMHBII BHIOOP OECIIIIATHBIX OYTOBBIX
CEPBUCOB, OJTHAKO JIy4Ille JOBEPATHh TEM, KOTO 3HACIIb U KTO MEPBBIA B PEUTHHIE;

2. He yka3pBali B JMYHOM ToOYTe JIMYHYO uHpopMammioo. Hampumep, sydyme  BbeIOpath
"My3bIKaIbHBIN (aHaT@" uinu "pok2013" BmecTo "Temal3";

3. cnonb3yi IBYXATAIHYIO aBTOPU3AIMIO. JTO KOrJa TOMUMO MAPOJIsl HY’KHO BBOJUTH KO, TPUCHUIAEMBII TTO
SMS;

4. Be1bepu CIIOKHBIN TTapostb. J{Js Kak0ro MOYTOBOTO SIIMKA JTOJKSH OBITh CBOW HAJICKHBIN, YCTOWIMBBIA K
B3JIOMY apOJib;

5. Ecnu ectb BO3MOKHOCTB HAIMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH 3TY BO3MOXKHOCTb;

6. Mcnonb3yli HECKOIBKO NMOYTOBBIX SAIMIMKOB. IIepBbIi [J11 4aCcTHON NMEPENMCKHU € apecaTaMy, KOTOPBIM Thbl
JIOBepsielllb. DTO 3JEKTPOHHBIN a/ipec He HaJJ0 UCMOJIb30BaTh MPU PETUCTPALlMM HA popyMax U calTax;

7. He oTkpbiBail (haiiipl U qpyrue BIOKEHUS B MHCbMax, Ja)Ke €CJIM OHU MPHIUIH OT TBOMX Apy3ei. Jlydie
YTOYHH Y HUX, OTIIPABIISUIN JIU OHU TeOe 3TU (ailibl;

8. ITocne okoHYaHMsI pabOTHI HAa IIOYTOBOM CEPBHCE TIEPE]T 3aKPHITHEM BKJIAJIKH ¢ CAUTOM HE 3a0y1b HAKATh Ha
"Beriitu'".



KubepOy/uIMHT WM BUPTYaJabHOE U31€BaTe/IbCTBO

KubepOynnuHr - mpeciienoBaHue COOOIICHHMSIMH, COACP)KalUMU OCKOPOJICHHsI, arpecCHio, 3alyTrHBaHuC;
XYJIMTAHCTBO; COIMAIBHOE OOMKOTHPOBAHUE C MMOMOIIBIO PA3JIMYHBIX HHTEPHET-CEPBUCOB.

OcHoBHbIE coBeThI 10 00pbie ¢ KnOepOyIJIMHIOM:

1. He Gpocaticst B 6oii. JIyummii crioco0: mocoBEeTOBAaThCS Kak ce0sl BECTH U, €CIIM HET TOro, K KOMY MOXHO
06paTHTLCH, TO BHAYaJIC YCIIOKOUTBLCA. Ecnu THI HayHelIL, OTBEYaThb OCKOPGHGHI/ISIMI/I Ha OCKOp6HeHI/I51, TO
TOJILKO e11e OOJIbIIEe Pa30KKENTh KOHDIIHKT;,

2. Yrpasnsii cBoel kubeppenyTrauei;
3. AHOHMMHOCTb B ceT MHMMas1. CyIIIeCTBYIOT CITIOCOOBI BBIICHUTh, KTO CTOUT 33 aHOHUMHBIM aKKayHTOM;

4. He cTouT BecTH XyJIUTAaHCKUH 00pa3 BUPTyaslbHOW XH3HH. VIHTepHEeT (uKcHUpyeT Bce TBOM NEHCTBUS U
COXpaHsieT uxX. Y JaIUTh UX OyJIeT KpailHe 3aTpyIHUTENbHO;

5. CoGmros1ait CBOIO BUPTYAJIbHYIO YECTh CMOJIOJY;

6. UrHopupyi#i enuHuuHbli HeraTuB. OJHOpPa30Bble OCKOPOMTEIbHbIE COOOIIEHHS Jydllle HTHOPHPOBATH.
OO0bI4HO arpeccus MpekpaaeTcst Ha Ha4yaJlbHOW CTa UM,

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOLICHHMSIMH, B COLIMAIbHBIX CETAX €CTh
BO3MO>KHOCTH OJIOKMPOBKH OTIPABKH COOOIICHUM C ONpEEICHHBIX a/IpECcOB;

8. Ecnu Th1 cBUaeTenb kuOepOysmuHra. TBOM EHCTBUS: BBICTYIIUTh IPOTHB IPECIIeI0BaTENs, [10Ka3aTh EMY,
qTO €10 I[ef/'ICTBI/ISI OLICHUBAIOTCA HETaTUBHO, MMOAACPKATE KCPTBY, KOTOpOﬁ HYXHa IICUXOJOIrn4cCKas rnomMouib,
COOOITUTH B3POCIBIM O (haKTe arpeCCUBHOTO TTOBEACHUS B CETH.

MoonabHblii Tes1edoH

COBpeMeHHHe CMapT(I)OHBI W IUIAHIICTBI COACPIKAT B ceOe BIIOJIHE B3p00JlBII>'I (byHKI_[I/IOHaJ'I, " TCIICPb OHU
MOI'YT KOHKYPHPOBATb CO CTAllMOHAPHBIMHU KOMIIBXOTCpAMMH. OI[HaKO, CpCACTB 3alllMTbhl OJIA HO,I[O6HI>IX
yCTpOﬁCTB IIOKa O4YCHb MaJio. TGCTI/IpOBaHI/IC " IMOUCK yHSBHMOCTCﬁ B HUX NPOUCXOJIUT HC TaAK HHTCHCHUBHO, KaK
JIA HK, TO K€ CaMO€ KacaeTcs U MOOMIIBLHBIX HpHJ’IO)I(GHHﬁ.

CoBpeMeHHbIE MOOMIIBHBIC Opay3ephl y)ke TMPAKTUYECKU JIOTHAIH HACTOJIBHBIC aHAIIOTH, OJHAKO PACIIUPECHUE
(dyHKIIMOHAJA BIEYET 32 CO00M OONBIIYIO CIOKHOCTh U MEHBIITYIO 3aIIUIIEHHOCTb.

HaﬂeKO HC BCC MMPOU3BOAWUTECIIN BBIITYCKAIOT O6HOBJ'I€HI/I${, 3aKPBIBAIOIINEC KPUTUUCCKUE YA3BUMOCTU IJIA CBOUX
YCTPOMCTB.

OcHOBHBIE COBETHI JJI 0€30I1aCHOCTH MOOMJIbLHOIO TeJ'Ie(l)OHa:

1. Hudyero He sBIseTcs MoO-HAcTOsIEMY OecIulaTHBIM. Byabs ocTopokeH, Bep Korjaa Tebe mpeiararoT
OecrulaTHBIN KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KaKHe-TO IJIaTHBIE YCIYTH;

2. Jywmaii, npexze yeM otnpaBuTh SMS, poto min Buaeo. Thl TouHO 3HaewIb, Ii€ OHU OyIyT B KOHEUHOM
utore?

3. Heo0xoanMo 0OHOBIISATH ONEPALIIOHHYIO CUCTEMY TBOETO CMapT(OHa;
Vcnonb3yii aHTUBUPYCHBIE IPOTPAMMBI /17151 MOOMJIBHBIX TEJIE(POHOB;

5. He 3arpyxail npuoXe€HUS OT HEM3BECTHOI'O MCTOYHHKA, BEIb OHU MOTYT COAEpXKaTh BPEIOHOCHOE
IIPOrpaMMHOE 00€CIIEUEHHE;

6. Ilocme Toro kak Thl BBHIENIb C caiiTa, IZie BBOAWJ JIMUHYIO HH(QOPMALMIO, 32l B HACTPOUKH
Opay3epa u ynamm cookies;



7. llepuoanyecku NMpoBepsid, KAKUE IUIATHBIE YCIYTH aKTUBUPOBAHbI HA TBOEM HOMEPE;
8. JlaBaii cBOif HOMEp MOOMIIBHOTO Tesle(hOHA TOIBKO JIFOJIIM, KOTOPBIX Thl 3HACIIb U KOMY JIOBEpSEIlIb;
9. Bluetooth gomken ObITH BHIKIIIOYEH, KOT/Ia THl UM HE MOJIb3yelbesi. He 3a0pIBail HHOTa TPOBEPSITH ATO.

Online urpsl

CoBpeMeHHbIE OHJIAH-UTPBI - ATO KPACOUHBIE, 3aXBAThIBAIOILUE PA3BICUYEHUs, OOBEAUHAIONINE COTHU ThICAY
YeJIoBEK IO BceMy MHpy. Urpoku uccienyroT NaHHBIA UM MHUp, OOIIAIOTCS JIPYr C JPYIOM, BBIIOJIHSIOT
3aJlaHusl, CPaXKalOTCs C MOHCTPAMU M IIOJYYarOT OMNBIT. 3a YAOBOJBCTBHE OHHU IIIATAT: IOKYNAKT IHUCK,
OIJIaYMBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OIIUH.

Bece »Tm cpeactBa uAyT Ha NOJAEpKAaHME M pPa3BUTUE UIPBl, a TaKkKe HAa caMy O€30IacCHOCTb:
COBEPILIEHCTBYIOTCSI CUCTEMBI aBTOPU3ALINH, BBITYCKAIOTCSI HOBBIC TAaTYH (IIU(PPOBBIE 3aIUIATKH IS IPOTPaMM),
3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B monoOHBIX Urpax CTOMT oOIacaTrbCs HE CTOJBKO CBOMX CONEPHHMKOB, CKOJIBKO KpPakKM TBOETO Maposisd, Ha
KOTOPOM OCHOBAaHAa CUCTEMa aBTOPH3ALMK OOJIBIIMHCTBA UTD.

OcHoBHbIE COBETHI 110 0€30I1ACHOCTH TBOEr0 HIPOBOr0 AKKAYHTA:
1. Ecnu apyroit urpok BeneT ce0s MI0X0 WIH CO37aeT Tede HEPUATHOCTH, 3a0JIOKHUPYH €ro B CIIUCKE UTPOKOB;

2. [Moxanyiicsa aAMUHUCTpATOPaM UIPhI HA IMJI0XOE MOBEJIEHUE ITOTO UTPOKA, JKEIATEIbHO MPHIOKUTh KaKHe-
TO JI0Ka3aTEeIbCTBA B BUJIC CKPUHOB;

3. He yxa3bIBaii muuHyt0 HHPOpMaLUIO B podaiiine urpsl;
4. YBaxkall Ipyrux y4acTHUKOB IO UIPE;

5. He ycranaBnuBaii HeounaabHbIE TATYU U MOJIBI,

6. Ucnionb3y#t COXKHBIE U pa3HbIE MAPOJIH;

7. Jlaxe BO BpeMsi UIpbl HE CTOUT OTKJIKOYaTh aHTUBUpPYC. [loka ThI Wrpaemib, TBOW KOMIBIOTEP MOIYT
3apa3uTh.

@OUIIUHT WU KpaKa JUYHBIX JaHHbIX

OObIyHON Kpakel NeHer W JOKYMEHTOB CEroJiHs YK€ HUKOIO HE YJIUBHUIIb, HO C Pa3BUTHEM HHTEPHET-
TEXHOJIOTHH 3TI0YMBIIICHHUKH MTEPEMECTHIINCH B UHTEPHET, M MPOAOJDKAIOT 3aHUMATHCS "IMIOOUMBIM" JIETIOM.

Tak mosiBUiIacrL HOBas yrposa: UHTCPHCT-MOIICHHUYCCTBA HJIN (bI/IH_II/IHI‘, rjlaBHas 0OCJib KOTOPOro COCTOUT B
MOJYYeHUH KOH(QUACHIMAIbHBIX IaHHBIX IOJIb30BaTele - JIOTMHOB M maposieil. Ha aHrnmiickom s3bIke
phishing uutaercs xak ¢umuHr (ot fishing - peiOHas noBis, password - maposs).

OcHOBHBIE COBETHI 110 00pBLOe ¢ PUIIMHTOM:

1. Cnenm 3a cBOMM akkayHTOM. Eciu Thl moj03peBaeiib, YTO TBOS aHKeTa ObLIa B3JIOMaHa, TO HEOOXOIMMO
3a0JIOKHPOBATh €€ M COOOINUTh aIMUHUCTPATOPaM pecypca 00 3TOM KaK MOKHO CKOpEe;

2. Ucnonw3yii 6e30nacHbIe BEO-CAMTHI, B TOM YHCIIE, MHTEPHET-Mara3uHOB U MOMCKOBBIX CHCTEM;

3. Hcnonp3yii crnokHble U pa3Hble Mapoiu. Takum oOpa3oM, eciu TeOs B3JIOMAIOT, TO 3JI0YMBIIUIEHHUKH
MOJyYaT AOCTYH TOJIBKO K OJJHOMY TBOEMY MPO(MIIIO B CETH, a HE KO BCEM;

4. Ecau Tebs B3JIO0MAaJIH, TO H€O6XOI[I/IMO npeaynpeanuTb BCEX CBOUX 3HAKOMBIX, KOTOPLBIC ,Z[O6aBJ'IeHI)I y TeOS B
APY3biX, O TOM, YTO TeOs B3JIOMAJIH 1, BOBMOXXHO, OT TBOCIO UMCHHU 6yI[eT



pacchlIaThes CIaM U CCbUIKM Ha (DUITMHTOBBIE CANTHI;
5. YcranoBu HanexHbIH maposb (PIN) Ha MoOWbHBIN TenedoHn;
6. OTKIIIOYH COXpaHEHHE MapoJisi B Opaysepe;

7. He oTkpbIBail ¢aiinbsl U Apyrue BIOKEHHUS B MHCbMax, Jake €CIM OHU HPUILIM OT TBOUX Jpy3ei. Jlyure
YTOYHH Y HUX, OTIIPABJISUIN JIU OHU TeOE 3TU (ailibl.

Indposas penyrauus

[udposas penyTtauus - 3TO HEraTUBHAs WU MO3UTHUBHAsE MHPopMmalus B ceTu o Tedbe. Kommpomerupyromas
uH(popmaIus, pa3MeIIeHHass B HHTEPHETE, MOXKET CEPhE3HBIM 00Pa30M OTPA3UTHCS Ha TBOCH peaTbHOM KU3HH.
"udposas peryTarus'" - 3T0 TBOM UMHIK, KOTOPBIH hopMupyeTcs u3 nHpopMaluu o Tebe B HHTEpHETE.

TBoe MecCTO KHTENbCTBA, Y4eObl, TBOC€ (DMHAHCOBOE IIOJIOKEHHE, OCOOCHHOCTH XapakTepa M pPaccKasbl O
OJIM3KHX - BCE 3TO HAKAIIJIUBAETCS B CETH.

MHorue mnoApOCTKH JIETKOMBICIEHHO OTHOCATCS K IyOJIMKalMu JIMYHOM wuHpopmauuu B VHTepHeTe, He
MOHUMasi BO3MOXKHBIX TOCIeACTBUN. ThI Taske HE CMOKEIIb JI0TaaThes O TOM, YTO GoTorpadusi, pazMerieHHast
5 ner Ha3aj, cTana NPUYMHOM OTKa3a MPUHATH TeOs Ha padoTy.

KommenTapuu, pazmerienue TBoux (otorpaduii u apyrue ASUCTBUS MOTYT HE MCUYE3HYTh Jaxe Iociie TOro,
KaK Thbl UX yAaJIHIIb. Thl HE 3HAEIllb, KTO COXPAaHHJ 3Ty MH(OpMAIHIO, 1T0aja U OHA B IIOMCKOBbBIE CUCTEMBI U
COXpaHWJIaCh JIM OHA, a TJIABHOE: YTO MOAYMAIOT O TeOe OKpY’KaIOUIHUe JIIOJIU, KOTOPbIE HANAYT U YBUAAT 3TO.
Haiitu undopmario MHOTO JI€T CIyCTS CMOXeET JI000M - Kak u3 J0OphIX MOOYKACHUH, TaK U ¢ HAMEPEHUEM
NPUYHHUTH Bped. ITO MOKET OBITh KTO YTOJTHO.

OcHoBHBbIE COBETHI 110 3a1UTe HM(POBOI penyTanum:
1. [Toxymaii, mpexae ueM 4To-TO MyOJIMKOBATh U MepeaaBaTh y ceOs B 0J10Te WU B COIIMAIBHON CETH;

2. B Hactpoiikax npoduiis yCTaHOBU OTpaHHUYEHUS HA IPOCMOTP TBOETO MPOQUIIS U €r0 COACPKUMOTO, CAeai
€ro TOJIbKO "mist py3eit”;

3. He pa3memaii u He yka3blBail HHPOPMALINIO, KOTOPask MOXKET KOTr0-TM00 OCKOPOIATh WM OOMXKATh.
ABTOpCKOE NIPaBo

CoBpeMeHHbIE MIKOJBHUKHM - aKTUBHBIC TOJIB30BaTeNn IH(poBoro mpoctpancTBa. OpHAKO alieko HE BCe
3HAIOT, YTO I0JIb30BaHWE MHOTMMM BO3MOXKHOCTSIMH LU(GPOBOro Mupa TpedyeT cOOMI0JeHHs IpaB Ha
MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMuH "MHTEUIEKTyanbHass COOCTBEHHOCTh' OTHOCUTCS K pa3jIMYHBIM TBOPEHMSIM YEJIOBEUYECKOTO YMa,
HauMHas C HOBBIX HM300peTeHH M 3HAKOB, 0003HAUYAIOMIMX COOCTBEHHOCTh HAa NPOAYKTHI M YCIYTH, U
3aKaH4YMBas KHUTaMH, PoTorpadusiMu, KHHOPHIbMAMH U My3bIKQJIbHBIMU TIPOU3BEICHUSIMH.

ABTOpCKHE IpaBa - 3TO NpaBa Ha MHTEIJIEKTYalIbHYI0 COOCTBEHHOCTh Ha NMPOU3BEICHUS HAYKH, JIUTEPATYphl U
UCKycCTBa. ABTOPCKHE IPaBa BHICTYMAIOT B KaueCTBE TapaHTHH TOTO, YTO WHTEIUIEKTYaJbHBIN/TBOPUECKUI
TPYA aBTOpa He Oy/AeT HalpacHbIM, JaCT eMy CIIpaBeUIMBbIE BO3MOXKHOCTH 3apaboTaTh Ha Pe3ysbTaTax CBOETO
TPyAa, NOJXYYUTh U3BECTHOCTh U Ipu3HaHue. Hukro 6e3 paspemieHust aBTopa HE MOXKET BOCIPOHU3BOJIUTH €T0O
NPOM3BE/ICHUE, PACIPOCTPAHATh, IMYyOJMYHO JEMOHCTPUPOBATh, MPOAABATH, HMIIOPTHPOBATh, MYCKaTh B
MPOKaT, MyOIMYHO MCTIONHATH, MOKAa3bIBaTh/UCIIONHATE B 3upe wim pa3menats B THTEepHETE.



Hcnonb3oBanue "MUpaTcKoro’ MporpaMMHOrO OOECIeYeHUs] MOKET MPUBECTH K MHOTMM PHCKaM: OT HOTEpU
JAHHBIX K TBOUM aKKayHTaMm JI0 OJIOKUPOBKHM TBOET'O YCTPOMCTBA, Iie yCTAHOBJICHA HeJlerajbHas Mporpamma.
He ctout Takxe 3a0bIBaTh, 4TO CYIIECTBYIOT JIETAIbHBIC M OECIUIaTHBIE POTPAMMBI, KOTOPBIE MOYKHO HAalTH B
CETH.

O nopraJie

CeteBuuoK.pd - TBOH TJIaBHBII COBETYMK B CETH. 31€Ch Thl MOXKEIIb Y3HATH O O€30MaCHOCTH B CETH IMOHSITHBIM
U JIOCTYIIHBIM SI3BIKOM, @ IPU BO3HUKHOBEHHWM KPUTHYECKOW CHUTyallMHd OOpaTUTBHCS 3a COBETOM. A Takke
IPUHATH Yy4acTUE B KOHKYpPCaX U CTaTh CAMBIM IIU(PPOBBIM IPaKIaHUHOM !



